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PRIVACY POLICY
1 Introduction 
1.1 Scottish Mentoring Network (SMN) is committed to ensuring the secure and safe management of data held in relation to customers, staff and other individuals.  SMN’s staff members have a responsibility to ensure compliance with the terms of this policy, and to manage individuals’ data in accordance with the procedures outlined in this policy and documentation referred to within it. 
1.2 SMN needs to gather and use certain information about individuals. These can include members, SMN Board Directors, SMN staff and other individuals that SMN has a relationship with. 
1.3 This policy sets out SMN’s duties in processing that data and how we will manage the data. 
1.4 SMN has registered with the Information Commissioner’s Office (IOC) as an organisation that processes personal data. Our ICO registration reference is Z9839716. 
1.5 The Responsible Person (the Chief Executive) will take responsibility for the SMN’s ongoing compliance with this policy.  
1.6 This policy will be reviewed at least annually.  

2  Legislation 
2.1 It is a legal requirement that SMN must collect, handle and store personal information in accordance with the relevant legislation.
2.2 The relevant legislation in relation to the processing of data is: 
a the General Data Protection Regulation (EU) 2016/679 (“the GDPR”); 
b the Privacy and Electronic Communications (EC Directive) Regulations 2003 (as may be amended by the proposed Regulation on Privacy and Electronic Communications);
c the Data Protection Act 2018 (“the 2018 Act”) and
any legislation that, in respect of the United Kingdom, replaces, or enacts into United Kingdom domestic law, the General Data Protection Regulation (EU) 2016/679, the proposed Regulation on Privacy and Electronic Communications or any other law relating to data protection, the processing of personal data and privacy as a consequence of the United Kingdom leaving the European Union.

3 Lawful, fair and transparent processing
3.1 Scottish Mentoring Network will maintain a Register of Systems to ensure its processing of data is lawful, fair and transparent
3.2 The Register of Systems will be reviewed at least annually.  
3.3 Individuals have the right to access their personal data and any such requests made to SMN will be dealt with in a timely manner.  
3.4 All data processed by Scottish Mentoring Network will be carried out on one of the following lawful bases:  
a Consent: the individual has given clear consent for you to process their personal data for a specific purpose. 
b Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract. 
c Legal obligation:  the processing is necessary for you to comply with the law (not including contractual obligations). 
d   Vital interests:  the processing is necessary to protect someone’s life. 
e Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law. 
f Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests.  
3.5 Scottish Mentoring Network will note the appropriate lawful basis in the Register of Systems. 
3.6 Where consent is relied upon as a lawful basis for processing data, evidence of opt-in consent shall be kept with the personal data.  
3.7 Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent will be clearly available. Systems are in place to ensure such revocation is reflected accurately in the SMN’s systems.   

Data minimisation 
3.8 SMN will ensure that personal data requests are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed. 
 
Accuracy 
3.9 Scottish Mentoring Network shall take reasonable steps to ensure personal data is accurate.  
3.10 Where necessary for the lawful basis on which data is processed, steps will be put in place to ensure that personal data is kept up to date.  

4 Grounds for processing personal data without obtaining consent
4.1 There are other grounds for processing personal data that SMN may use rather than obtaining consent. These grounds are:
a Where it is necessary for the performance of a contract between SMN and a data subject or entering into a contract (e.g. name, date of birth, contact details). An example of this would be a contract with a training partner or another service supplier;
b Where it is necessary for compliance with a legal obligation (e.g. employment related requirements, such as the need to disclose salary details to HMRC). 

5 Data sharing
5.1 Personal data is from time-to-time shared between SMN and third parties who require to process the same personal data as SMN, e.g. Companies House.  Whilst SMN and third parties may jointly determine the purposes and means of processing, both SMN and the third party will be processing that data in their individual capacities as data controllers. 
5.2 Where SMN shares in the processing of personal data with a third party organisation (e.g. for processing of salaries), we will ensure that we have a data sharing agreement with the third party. 

6 Data retention  
6.1 To ensure that personal data is kept for no longer than necessary, SMN has put in place an archiving policy for each area in which personal data is processed and will review this process annually.  
6.2 The data retention policy considers what data should / must be retained, for how long, and why.  

7 Security 
7.1 SMN will keep its practices in relation to the security of personal data both in paper and electronic formats under regular review. 
7.2 SMN will ensure that personal data is stored securely using modern software that is kept-up-to-date.   
7.3 Access to personal data will be limited to personnel who need access and appropriate security is in place to avoid unauthorised sharing of information.  
7.4 When personal data is deleted this will be done safely such that the data is irrecoverable.  
7.5 Appropriate back-up and disaster recovery solutions are in place.  

8 Data breaches 
8.1 A data breach can occur at any point when handling personal data and SMN has reporting duties in the event of a data breach or potential breach occurring.  Breaches which pose a risk to the rights and freedoms of the data subjects who are subject of the breach require to be reported externally in accordance with 7.3 below. 

Internal Reporting
8.2 SMN takes the security of data very seriously and in the unlikely event of a breach will take the following steps:
a As soon as it becomes known the breach or potential breach has occurred, and in any event no later than six (6) hours after it has occurred, the CEO must be notified in writing of (i) the breach; (ii) how it occurred; and (iii) what the likely impact of that breach is on any data subject(s);
b SMN must seek to contain the breach by whichever means available;
c The CEO must consider whether the breach is one which requires to be reported to the ICO and to the data subjects affected and, if appropriate, will do so in accordance with this policy;
d Notify third parties in accordance with the terms of any applicable Data Sharing Agreements.
Reporting to the ICO
8.3 The CEO is required to report any breaches which pose a risk to the rights and freedoms of the data subjects who are subject of the breach to the Information Commissioner’s Office (“ICO”) within 72 hours of the breach occurring.  The CEO must also consider whether it is appropriate to notify those data subjects affected by the breach.




























Appendix A: Cookie Notice on SMN website

The following notice appears on our website: 
“This site uses cookies.  
[bookmark: _GoBack]Some of the cookies are essential, whilst others help us to improve your experience by providing insights into how the site is being used.  For more information on the cookies we use and why please review our Privacy Notice”
























Appendix B: Privacy Notice (website) 
The following Privacy Notice appears on the SMN website: 
PRIVACY NOTICE 
Scottish Mentoring Network (SMN) needs to gather and use certain information about individuals to enable us to carry out our core business.  
The individuals we gather information on include members, customers, suppliers, business contacts, employees, volunteers and other stakeholders.  
This notice outlines how this personal data will be collected, handled and stored to comply with our data protection standards and with 
a	the General Data Protection Regulation (EU) 2016/679 (“the GDPR”); 
b	the Privacy and Electronic Communications (EC Directive) Regulations 2003   (as may be amended by the proposed Regulation on Privacy and Electronic Communications);
c	the Data Protection Act 2018 (“the 2018 Act”) and any legislation that, in respect of the United Kingdom, replaces, or enacts into United Kingdom domestic law, the General Data Protection Regulation (EU) 2016/679, the proposed Regulation on Privacy and Electronic Communications or any other law relating to data protection, the processing of personal data and privacy as a consequence of the United Kingdom leaving the European Union. 
Scottish Mentoring Network is registered with the Information Commissioner’s Office as a Data Controller, Reference:  Z9839716.
We are committed to safeguarding your privacy and maintaining the security of your personal information.  The purpose of this privacy notice is to explain to you what personal information we collect and how we may use it.
Purposes for which personal data is held and processed
SMN holds your personal data for the following purposes:
1 To manage your membership and / or network participation.

2 To manage your rights under our Memorandum and Articles of Association.

3 To manage your access to our website through the use of cookies (see further information on our use of cookies here).

4 To manage your access to our services and member benefits 

5 To manage your access to our events, networks and communications.

6 Forwarding details to specific third party partners / advisers / other members only when requested by you (e.g. in relation to our events, services, programmes, or requests for professional advice / support).

7 Sending you information we believe may be of interest to you.

8 Seeking information about you / your organisation / your views.
We may use third party suppliers’ systems to process your data on our behalf (eg cloud based IT networks and CRM systems) on a fully confidential basis. 
We will not sell your data, share it with other third parties without your permission and we promise to keep it safe and secure.
You have the right to object to this processing.  If you wish to do so let us know at info@scottishmentoringnetwork.co.uk 
SMN processes data for purposes 1, 2, 3, 4, 5, and 6 on the basis of legitimate interest.  
SMN processes data for purposes 7 and 8 the basis of explicit data subject consent. 
Your Rights
You have the right to ask us not to contact you or withdraw your consent at any time
You have the right to obtain details of the personal information we hold about you by making a subject access request in accordance with the DPA or GDPR.  After 25 May 2018 we may only charge a reasonable fee where the request is manifestly unfounded or excessive.
You have the right to have your personal information rectified if it is inaccurate or incomplete.  You have the right in specific circumstances to have your personal information deleted.  You have the right in specific circumstances to restrict the processing of your personal information. 
You can exercise these rights by contacting us at info@scottishmentoringnetwork.co.uk
Your personal information will be kept safe and secure.  We will not transfer your personal details to any third party for the purpose of direct marketing. 
If you provided your details through our website then David Kelly Design Office, who hosts and maintains our website, will have access to your details on a fully confidential basis.
We shall retain your information in accordance with the timelines outlined in the SMN Data Protection Policy.  
We may, from time to time, send you correspondence that contain links to and from other websites.  If you follow a link to any of these other websites, please note that these websites have their own privacy policies and that we do not accept any responsibility or liability for these policies.  Please check these policies before you submit any personal data to these websites.
Cookies
A cookie is a small file of letters and number that we may store on your browser or your internet enabled device.  Cookies cannot be used to identify you personally.  
We use cookies to distinguish you from other users of the Site. This helps us to provide you with a good experience when you browse the Site and also allows us to improve the Site.
Cookies are used to improve services for you through, for example:
· enabling a service to recognise your device so you don’t have to give the same information several times during one task;
· recognising that you may already have given a username and password so you don’t need to do it for every web page requested; and
· measuring how many people are using services, so they can be made easier to use and there’s enough capacity to ensure they are fast
Types of cookies used on our website
Our website uses the following types of cookies:
· Session cookie – this type of cookie allows websites to link the actions of a user during a browser session so that the website is able to store certain information whilst the user is browsing the site.
· Third party cookies – these are cookies that are not set by SMN but are instead set by a third party. The third party cookies on the site are set by Google Analytics.  Google Analytics sets cookies to help us accurately estimate the number of visitors to the Site and volumes of usage. This is to ensure that the service is available when you want it and fast.

If you have any questions, comments or requests regarding your personal information or are unhappy with how we handle your personal information you can contact us at info@scottishmentoringnetwork.co.uk or call 0141 559 5009.







Appendix: Privacy Notice (events and training) 
We provide access to the following Privacy Notice to all delegates in advance of SMN events and SMN training courses. 
PRIVACY NOTICE
Who we are
Scottish Mentoring Network (SMN) is the Intermediary for organisations who run mentoring programmes.  We are a charity registered in Scotland, No: SC037677, and a Company Limited by Guarantee, No: SC282564.  Our registered office is 51 Wilson Street, Glasgow, G1 1UZ.
This privacy notice tells you what data we collect and what we use it for.  It covers:
•	SMN training programme
•	SMN-run conferences and events
What information do we collect?
We collect a range of information from delegates including (but not limited to) name, job title, organisation, address, phone number, email, access/dietary requirements and name/email for your organisation’s nominated finance manager (if you have one). We also ask delegates to complete an evaluation form for each event and training course. 
Photography and filming may occasionally take place at our events. This is used for publicity purposes by SMN.  If you have stipulated that you do not wish your photograph to be taken/used for publicity, our photographers will be notified and no images featuring you will be used.
How we use the information?
We use your information to contact you with confirmation of your booking/ attendance. We also use it to send reminder emails and information about the event. It is also used to produce delegate lists, certificates of achievement and to issue invoices.
We may also contact you if we think you may legitimately be interested in similar events SMN is running.
When appropriate/ necessary we share your details with relevant third parties including trainers, caterers, venues and additional support providers for administration of the event and to ensure your needs are met.
Photographs and films taken at SMN events will be used for SMN publicity – including website, social media and publications and promotional materials e.g. banner stands, presentations.
Your information will also be anonymised for reporting purposes.
Your information will be held in line with our data retention policy.
Your information will be stored on our cloud based file storage which uses servers which may be based out with the European Economic Area. SMN has undertaken the appropriate due diligence prior to it’s use. 
Your rights over your information
By law, you can ask us what information we hold about you, and you can ask us to correct it if it is inaccurate.
You can also ask us to give you a copy of the information and to stop using your information.
To submit a request for your data, please contact us by email, post or telephone, please use the contact information provided above.
How to contact us
You can write to us at the above address or contact by email or phone at:  info@scottishmentoringnetwork.co.uk or 0141 559 5009
Your right to complain
If you have a complaint about our use of your information, you can contact the Information Commissioner’s Office online at  https://ico.org.uk/make-a-complaint/  or by phone on 0303 123 1113.
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